10/012/2020
CAHC Born-digital Processing: Disk Imaging Workflow

N

FRED Login: teacher
FRED PW: teacherl
BitCurator Admin PW: bcadmin

Born-digital Processing: Disk Imaging Workflow

Setting Up

Turn on the F.R.E.D. computer and monitors. Underneath the desk set on top of the
Dell computer tower is an input switcher. Press 1 to select the FRED. (2 is the Dell
computer.)

If the media is a CD/DVD, place the disk in the CD/DVD reader in the FRED.

Every other type of media will need to be plugged into the FRED through a write
blocker. Locate the portable Tableau Forensic USB Bridge write blocker located in a

fanny pack sized bag with an orange tag and labeled Digital Intelligence. Usually it's

next to the FRED on top of the toolbox.

4. Connect the power and USB cords to the write blocker. Plug in the power cord to a
power socket underneath the table and plug in the USB cord to one of the 3 USB
ports to the right of the power button on the FRED.
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5. Plug the media directly into the portable write blocker and DO NOT turn it on yet. The
setup will look like this:

6. Log into the FRED using the teacher account. If the FRED hasn’t been turned on in a
while, update the date and time. You can do this by searching “Date and time” in the
search box next to the start menu.

7. Inthe BitCurator Shared Folder on the Windows Desktop, create the following folder
structure: (Note: You can copy the example directory ualr-ms-
collection#_diskimage_ 000 and rename the folders accordingly.)

a. ualr-ms-collection#_diskimage 001
i. ualr-ms-collection#_diskimage_001_SIP
1. Documentation
a. Primary Reports
b. Secondary Reports
c. Carrier Photos
ii. ualr-ms-collection#_diskimage_001_AIP
1. Original Files
iii. ualr-ms-collection#_diskimage 001 DIP

8. Copy the media carrier photographs taken during the Pre-Disk Imaging Workflow

into the Carrier Photos folder.
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Checking for Viruses

9. Onthe write blocker, press the power button to turn it on. In Windows, open File
Explorer and look through the navigation panel. Under “This PC” locate the external
drive plugged in through the write blocker. Right-click the drive and select “Scan
with Windows Defender...”

B videos Music
b This PC
@ OneDrive
I This PC

~ Recent files (10)

o CODEMETER (1) .
v BitCurator-2.2.8.vk
. dsl_500GE 4 ()} b i

Expand

v

= Tableau-L{

Open AutoPlay...

¥ Network Eﬂ Scan with Windows Defender...

Turn on BitLocker
a. If the result finds O viruses, you can move forward with the remaining steps in the
disk imaging workflow.
b. If the result finds a virus (or more), do NOT move forward with the workflow.
i. Immediately safely eject the device. Contact the CAHC’s Director of
Digital Projects and Initiatives for next steps.
ii. On acomputer with Internet access, Google the detected virus to help
determine next steps.
NOTE: If Windows and/or Windows Defender cannot recognize the device (it doesn’t
show up in the Windows OS at all), then wait to scan for viruses until you have booted
BitCurator. You can use the ClamTk antivirus software available in BitCurator’s
Additional Tools folder on the Desktop to scan for viruses. Select Scan a Directory,
locate the external hard drive and Scan.

The antivirus signatures are outdated
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Getting Started

10. Before doing anything else, properly eject and TURN OFF the write blocker (device
name T8R2).

11. On the Windows desktop, click on the Oracle VM Virtualbox icon. Start the BitCurator
virtual machine, version 2.2.8.

@ Oracie ¥M VinusiBor Mansger o x

12. It can take a few minutes for BitCurator to fully boot up, during which a number of
windows will display and disappear. When BitCurator is fully booted, turn on the
portable Tableau write blocker.

13. Two popup windows will display at the top of the screen. You can x out of both of
these.

P4 BitCurator- unning] - Oracle UM VirtualBox ¢
PP BitC: 228 (R, 1- Oracle VM VirtualBox : 1

File Machine View Input Devices Help

Imaging
and

Recovery

L BitCurat 'r

Reporting
Packaging
and
Transfer
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14. To check that BitCurator can “see” the attached external device, open the Home folder
on the Desktop. In the Navigation Menu, you should see the external device listed.

Q

. Bl O & e

Desktop  Documents Downloads Music Pictures Public
Desktop

Documents e

Downloads Templates Videos Examples

Vid

]
D
&
a
L]
I

Trash

sF_BitCurator Shared_Folder a2
dsl_ehdd 011_1T8

Other Locations
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Building a Submission Information Package (SIP)

Creating a Disk Image File
15. In the Imaging and Recovery folder on the Desktop, select the Guymager application

to create a disk image.
16. You will be prompted to enter the administrator password, which is bcadmin.

Authentication Required

Run Guymager with root rights

(e
BitCurator
m

Password: | 0000009

Cancel Authenticate

17. Right click on the appropriate drive which is usually at the top of the list and select
Acquire Image.

CUYMAGER 0.8.12

Devices Msc Help

VBO793eb3c-alSiEA30 fdevisda  VBOX_HARDDISK

Ieufoopd  grome-iogs_L00.snap

18. A new window will appear. For File format, select Expert Witness Format. (Note: the
file extension for Expert Witness Format is .EO1, not Exx.)

Acquire image of /dev/sdb (]

File format
Split size 2047

Linux dd raw image (file extension .dd or .xxx)

xpert Witness Format, sub-format Guymager (file extension .Exx)
Batch number |ualr-ms-
Item number |collection#_
Contact name |Elise Tanner
Description Collection Name disk image file creation

Notes 000ECC020008C0B4

Destination
Image directory rfualr-ms-0001_diskimage_001/ualr-ms-0001_diskimage_001_SIP/
Image filename (without extension) |ualr-ms-collection#_diskimage_001

Info filename (without extension) ualr-ms-collection#_diskimage_001

Hash calculation / verification

@alculate MD5 Qalculate SHA-1 Qalculate SHA-256
Re-read source after acquisition erification (takes twice as long)

erify image after acquisition (takes twice as long)

Cancel Duplicate image... I Start

19. Under Split size, change the denomination to PiB.
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20. Fill in appropriate metadata fields.
a. Batch number = ualr-ms-
b. Item number = collection#_
c. Contact name = your full name
d. Description = brief description

21. Click the ellipses next to Image directory. Browse to the package SIP folder via media
> sf BitCurator_Shared_Folder > ualr-ms-collection#_diskimage 001 _SIP. Choose

the SIP folder.

Select destination directory -

{5 /media/sf_BitCurator_...-ms_001 diskimage 001 ~ @ © © @ E

Look in:

& computer Name ~ Size Type

— ; [ ualr-ms_001_diskimage_001_AIP Folder
reo [ ualr-ms_001_diskimage_001_DIP Folder

Date Modified

9/22/2...:13 AM
9/16/20 3:07 PM
9/22/2...:13 AM

= ualr-ms_001_diskimage_001_SIP Folder

Directory: ualr-ms_001_diskimage_001_SIP

Files of type:

22. I?\ Im.agé filenéme ;[ype ualr—rﬁs—colIection#_diskimage_OOl
23. Under Hash Calculation, check MD-5, SHA-1, SHA-256, Verify Image after

acquisition, and then click Start.

24. When complete, close Guymager and EJECT THE ATTACHED DISK and turn off the
write blocker. (NOTE: At this point in the workflow, you can image multiple
media/devices before moving on to Creating Documentation.)

4 Choose

X Cancel
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Creating Documentation
25. On the Desktop in the Forensics and Reporting folder, select Bulk Extractor Viewer.
26. In Bulk Extractor Viewer, under the Tools dropdown menu, select Run Bulk
Extractor.

® © Run bulk_extractor
an a Jirectory of =
sceadan

Manage Queve...| Import...| | SUBMIBRAR]| | Cance

27. For Scan, click the Image File option.

28. For Image File, browse via [Desktop > Shared Folders and Media >
sf_BitCurator_Shared_Folder > ualr-ms-collection#_diskimage_001_SIP] and select
the disk image file (file extension .E01). Click OK.

Image File to Extract Features From oo

NewpFolder | DeleteFile || Rename File

/home/bcadmin/Desktop/Shared Folders and Media/sf_BitCurator_Shared_Folder/ualr-ms_001_diskimage_001/ualr-ms_001_diskimage_001_SIP | w

Folders

o/

Documentation/

Selection: fhome/bcadmin/Desktop/Shared Folders and Media/sf_BitCuratoer_Shared_Folder/ualr-ms_001_diskimage_001/ualr-ms_001_diskimage_001_5IP

2| valr-ms_o001_diskimage_001.E01

]

ualr-ms_001_diskimage_001.E01

Filcer:
Image Files (.raw.img.dd .000.001 001.vmdk .E01 .aff /dev) v

€ cancel o OK

29. For Output Feature Directory, browse to that same SIP folder and select the
Documentation folder.

30. For the remainder of the options (including Scanners), keep the default settings. Lastly,
click Submit Run.

31. When Bulk Extractor indicates Progress as Done, close the Bulk Extractor Viewer. Go
back to the Forensics and Reporting on the Desktop, and select BitCurator
Reporting Tool.
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Bitcurator Reports
annotate the Auf& extractor output, and generat eOffkf{PW reports.

the butto

Launch BEViewer

ta_Exhibition_SIP/337926_2016-205-1d_Atay_Tinica_Exhibition_diskimage EQfff ..
Bulk Extractor Feature Directory
b_Exhibition/337926_2016-205-1d_Atay_Tinica_Exhibition_SIP/Documentatiiin
Output Dirsctory (fiwalk output, annotated features, and reports will apgear in hed
ion/337926_2016-205-1d_Atay_Tinica_Exhibition_SIP/Dacumentation/Repof
Config File (Optianal)

com

m’\ema sf_Bitcurator_shared_Folder/337526_2016-205-1d_atay_Tinica_| o
hibition/337926_2016-205-1d_Atay_Tinica_Exhibition_SIP/Documentatior
Reporis/r cpms,mk extractor_report.df

g Excel repart

o
Jmedia/sf_BitCurator_Shared | Fvldu 337929 2016 205 1d_Atay_Tinica_Ex
hibition/337926_2016-205-1d_Atay_Tinica_Exhi sip/Documentation/
Reports/reports

I close cancel Run

32. Select the Run All tab. In Image File, browse via [Desktop > Shared Folders and
Media > sf_BitCurator_Shared_Folder > ualr-ms-collection#_diskimage 001_SIP]

and select the disk i |mage file (.EO1). Click Open

# | | «|| sf_BitCurator_Shared_Folder | ualr-ms-0001_diski :_001 L 0001_diski _001_SIP

Places Name + Size Modified
@, search sl Documentation 13:41
(LA VE M B ualr-ms-0001_diskimage_001.E01 844.5MB 13:29

& beadmin | ualr-ms-0001_diskimage_001.info 6.9kB  13:30

B Desktop

I File System
— sf_BitCurat...
¥ Documents
& Music

Im Pictures

i@ videos

3 Downloads

Cancel &J
33. In Bulk Extractor Feature Directory, browse to and select the Documentation folder
in the SIP folder. Click Open.
34. In Output Directory, browse to and open the Documentation folder. In the empty
output directory for Name type “Reports” and CLICK SAVE. (Note: DO NOT click the
Create Folder button.)

Enter a folder name for a new output directory

p—
_9 | Documentation

saveinfolder: | 4| ualr-ms-0001_diskimage_001 Create Folder

Places Name 4 Size Modified
i Q search [ Carrier Photos 09/16/2020
@ Recently Used I jpeg_carved 13:36
" @ bcadmin & Primary Reports 09/16/2020
M Desktop & Secondary Reports 09/16/2020
“ | File System & unzip_carved 13:38
L sF BitCurator ... | [ winpe carved 13:38
‘i Dc;wments - |7 aes_keys.txt Obytes  13:35
@ Music |7 alerts.bxt Obytes  13:35
“ @ Pictures L5 cen.txt 1.7k 13:39
@ videos || cen_histogram.txt 422 bytes 13:41
i [ Downloads [ cen_track2.bxt Obytes  13:35
L cen_track2_histogram.txt Obytes  13:41
|1 domain.txt 41MB 1341
|1 domain_histogram.txt 153kB  13:41
L elFext 6.0kB 13:36

L email.ext 964.4kB  13:39

35. Back in BitCurator Reports, click Run. Scroll to the bottom of the Command Line
Output window. It will read Success when finished. Close BitCurator Reports.
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Building the Archival Information Package (AlIP)

36. Navigate to your disk image file and right click. Select Scripts and then Disk Image
Mount.

kimage_001  ualr-ms-0001_diskimage_001_SIP

844.5 MB 1:29PM
en

ts
h Other Application

37. With the disk image mounted, you can now extract the actual files. Locate the mounted
disk on the desktop and copy ALL of its contents into the Original Files folder in the
AIP folder.

Modified

M ASSIGNMENT

Recent 4 Size Modified

Home ™ Class Presentation 2 items 718 AM

Desktop =
- GIs 4items 7:28 AM
Documents

Downloads ™ Photos 2items 225ep

Music - 2 .
- ™ System Volume Information 2 items 7:40 AM

Pictures
38. Once copied, unmount the disk image by right-clicking the mounted disk on the
desktop and selecting Unmount. You will again be prompted to input the admin
password: bcadmin.
39. At this point in the workflow, you will choose one of two routes:
a. You will keep the disk image EO1 file.
i. Move the Documentation folder and the .EOL1 file from the SIP folder
into the AIP folder with the extracted files.
b. You will NOT keep the disk image EOL1 file. It will be up to the supervising
archivist as to which route to take.
i. Move only the Documentation folder from the SIP folder into the AIP
folder with the extracted files. Delete the .EO1 disk image file.
40. Save open files and close all applications running in BitCurator.
41. Once everything is copied into the appropriate folders, close BitCurator (select the
Power Off Machine option when prompted) and the Virtual Machine.
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Building a Dissemination Information Package (DIP)
TBD

Capturing Technical Metadata

42. Now that the AIP package has been assembled, technical metadata for the files can be

created. On the Windows 10 desktop, locate the Medialnfo shortcut and start the
program.

43. In Medialnfo, drag the Original Files folder from the AIP folder into Medialnfo.

uali. > ualr-ms-0001_diskimag.. v

[%) MedisArea.net/Mediainfo Name

L& File 't View ©. Options #5%Debua #ib Helo 4 Lanauae Documentation

@ ~ Original Files

Container and general information [] walr-ms-0001_diskimage_001.EC
ﬁ (You must atleast open one file) ) uslr-ms-0001_diskimage_00Tin

B Firstvideo stream

o

44. Once you've opened the Original Files folder directory in Medialnfo, go to the View

45,

drop-down menu to explore the different formats/schema in which the information can be
displayed. The Tree view is particularly easy to parse.

|#) MediaArea.net/Medialnfo - 50 files a X

LEFile s View i Options {33Debug { Help ¥ Language

@ Basic §-1e_Allora_UnderDiscussion_Masteri2¢ A
Sheet

ﬁ 3 Folderi205027_2006-84-1e_Allora_Und

Pi) ﬂ

#-1e_Allora_UnderDiscussion_Masten2¢

§ Folderl298927_2006-84-1e_Allora_Und

P~
=z
8 E
Y

EEmiS 4-1e_Allora_UnderDiscussion_Masteriac
EBUCore 1.6

EBUCore 1.8 (acq. metadat:
EBUCore 1.8 (acq. met meter)
EBUCore 1.8 (acq, metadat:

3 Folden296927_2006-84-1e_Allora_Und

i <
FRUGE N (e me e et e pnere e T R Sl SRz e a2

FIMS 1.1 (beta)
FIMS 1.2 (beta)
reVTMD

3 Folden295027_2006-84-1e_Allora_Und

Custom

c0; Fared 2006-84-1e_Allora_UnderDiscussion_Masteri2s
- General

Complete name: C:\U: ktop\BitCurator Shared _2006-84-1e_Allora_Und ¥
>

<

The next step is to export this technical information into a readable file format. Go to
the File drop-down menu and select Export.

|#) Mediakrea net/Medialnfo - 50 files

[ File lig View . Ootions i5i Debua #i Helo 4 Lanauace
ﬂ Open » ives\Desktop\BitCurator Shared Folder\296927_2006-84

Close L4

te name: C:\Wsers\Archives\Deskiop\BitCurator Shared
PDF

version: 1.3

512 KiB

i Export Alt+E
Exit  Alt+X
v - Text

i .. Format PDF
C:Users\Archives\Deskiop\BitCurator Shared Folder\296927_2006-84
v - General
.. Complete name: C:\Users\Archives\Des ktop\BitCurator Shared
e . File size: 10.9 KiB
al 7] CiUsers\Archives\Deskiop\BitCurator Shared Folder296927_2006-84
v General
... Complete name: C:\Users\Archives\Des ktop\BitCurator Shared
i Format ZIP
. File size: 5.44 KiB

L. FileFxtension Invalid: 7in
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46. Select the Text tab and then click on the ... button
I

Choose your desired export format

EBUCore 1.5 EBUCore 1.6 EBUCore 1.8 (ps) EBUCore 1.8 (sp) EBUCore 1.8 (ps, json) EBUCore 1.8 (sp, json)

FIMS 1.1 NS 1.2 FIMS 1.3 reVTMD Custom
csv Sheet @ HTML XML JSON MPEG-7 PBCore 1.2 PBCore 2.0

[] advanced mode

i

Choose your desired filename
|C:\U sers\Archi ppData\Roami et ‘D
[] Append to the existing file (Warning : be careful to have the same parameters)

Cancel oK

47. Browse toiand select the ualr-ms-coI[ectioin#i_diskimage_OOl_AIP_Documentation

[o) save as bd
« v « ua\r-ms-OOOLdlsklma.‘. - o Search Documentation
Organize *  New folder = @

T oe A Name Date modified Type &
) 3D Objects Carrier Photos File folder
B Desitop jpeg_carved File folder
) Documents Primary Reports File folder
Reports File folder
¥ Downloads )
Secondary Reports File folder
J’ Music unzip_carved File folder
=] Pictures winpe_carved File folder
B videos || aes_keysxt Text Document
e WinT (C) = alerts.txt Text Document
DATA Drive (D) =] cenixt Text Document
. WINGSSE () |5 cen_histogram.txt Text Document

Text Decument

= cen_track2.xt
5

,,,,,,, [ R

= Tableau-LCD (H:

Tect P v st

~ Hide Folders Cancel

48. Before selecting the Save button, in the Filename address bar, name the text file as:
ualr-ms-collection number_diskimage_001_mediainfo. Click Save to return to the
Export window. Then click OK to run the export process.

49. Next, create HTML and XML files by clicking each tab and then OK. They will save in
the same location with the same file name as the text file.

50. Lastly, once all three (Text, HTML, and XML ) files are created, move copies of these
files into the Documentation > Primary Reports folders in AlIP folder.

51. Lastly, use this technical data to fill out the metadata spreadsheet.
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52.

53.

54.

55.

56.

Arranging and Describing

Open the template_metadata_diskimage-2020.xIsx spreadsheet file located on the
Windows Desktop in the BitCurator Shared Folder and save it as ualr-ms-
collection#_diskimage 001.

m Mame

ualr-ms-0001_diskirmage_001

yale -..u::ELLiU[I‘W.F_
= template_metadata_diskimage-2020.x]sx

| Folder &) ualr-ms-0001_diskimage_001xlsx

To begin arrangement, move the .info file into the Documentation folder. Next, open
the Documentation folder. Delete reports and sub-folders devoid of any information.
(Note: The simplest way to do this is to change to the Details view in the finder window
so that the file size is visible. This way you don’t have to open each folder to see if it’s
empty. Delete all files and folders that indicate 0 KB.)

Documentation O

Share View

i i G by~ It heck b
Lo | Extralargeicons & Large icons I = roup by [ item check boxes
=5 Medium icons i _ [TH] Add columns = File name extensions
i DS Sort Hide selected
tails pane  ge i by~ [ Size all columns to fit Hidden items items

Layout Current view Show/hide

jpeg_carved File folder

ds

Primary Reports File folder
 Shared Folder Reports File folder
ats Secondary Reports File folder
unzip_carved File folder
winpe_carved File folder
=] aes_keys.txt Text Document
ts =] alerts.xt Text Document
=] cenixt Text Document

=| cen_histogram.tet

=] cen_track2.bxt

=| cen_track2_histogram.txt
=| domain.bxt

Text Document

5PM
0 1:41 PM
0 1:41 PM Text Document

Text Document

Text Document

=| domain_histogram.txt Text Document

Following the recommendations of the Disk Imaging Metadata Spreadsheet
Instructions document, open each of the remaining reports created by Bulk Extractor
and Medialnfo to find and record the information in the spreadsheet.

As you fill in the spreadsheet, place the reports that you use to fill out the spreadsheet
into the Primary Reports folder. All other reports can be moved into the Secondary
Reports folder. (Note: Do not keep sub-folders. Remove the files from each sub-folder
and then delete it when empty.

Once the spreadsheet is complete, save and review your work.
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